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ABSTRACT 

This article intends to demonstrate the efficiency of using the 

hardware and software co-design technique, through the 

implementation of the AES encryption algorithm. Hence, the 

MixColumns step (which is a part of the AES algorithm) was 

implemented in hardware, to demonstrate that the integration of 

hardware and software leads to a performance gain, when 

compared to a solution purely implemented in software. Thus, the 

present work demonstrates the potential gains by using the co-

design strategies for embedded systems and FPGAs design.  
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1 INTRODUCTION 

The interest in cryptography methods for embedded systems has 

been growing recently, especially when it comes to mobile devices 

[1]. This phenomenon happens because this type of device usually 

presents many limitations. Although it is common to use algorithms 

that are already famous for the use on computers or high-capacity 

servers, the devices often do not have the capacity to execute them, 

since these algorithms require a lot of processing [2]. 

 Throughout the history of information security, several 

cryptographic algorithms have been used to protect data in different 

categories. Currently, the most widely used algorithm in the 

industry, being also the most cited in the academic environment, is 

the AES (Advanced Encryption Standard). The AES algorithm is 

well known not only for providing a high level of data security, but 

also for its high computational speed during the process of 

encryption/decryption of the information and its low memory 

consumption, which enables its wide use on mobile devices [3]. 

It is increasingly necessary to have secure exchange of 

electronic information,, which the AES is a suitable option for that 

purpose. The AES algorithm also needs to be used in low cost 

products such as wireless devices, cell phones and many other 

embedded systems. Thus, the implementation of the algorithm 

should be less and less costly [3]. 

Embedded systems typically are the union of hardware and 

software, the hardware being units for specific applications and 

software a program running on a general purpose hardware unit. 

Typically, software is cheaper, but slower, while hardware is more 

expensive but more efficient. Therefore, choosing which parts to 

implement in hardware and which ones will be built in software is 

very important to obtain a good performance [4].  

For embedded systems, in order to achieve optimization, the use 

of co-design is strongly indicated, since this method exploits the 

interactions between hardware and software, because when both are 

developed together, the system will only contain the characteristics 

necessary for its correct operation [5].      

In this work, the AES algorithm is implemented in different 

contexts to explore the communication between software and 

hardware. The co-design approach was used, in order to evaluate the 

performance of the algorithm in this situation. 

In this way, after this introduction section, in section 2 will be 

presented a theoretical reference, where relevant concepts are 

presented in the understanding of the theme. Then, in section 3, the 

methodology adopted for the project will be presented. In section 4, 

the implementation of the proposed solutions is described, and later 

in section 5 the results are presented. Finally, brief conclusions will 

be explained and developed. 

2  THEORETICAL REFERENTIAL 

2.1  AES - Advanced Encryption Standard 

The AES algorithm, also called Rijndael, is one of the most widely 

used encryption algorithms in the world. A wide range of 

computing devices make use of it [6]. In addition to its security 

properties, it is also a very efficient algorithm on several platforms, 

like 8-bit microprocessors, 64-bit processors and also FPGAs 



 

(Field Programmable Gate Array). Its efficiency was a crucial 

factor for this algorithm to become a cryptographic standard [7]. 

AES is a fixed block implementation of the Rijndael algorithm, 

with supports 128, 192 and 256-key bits. The current state array, 

that is, the content being encrypted, is organized into a 4x4 array, 

which is transformed N times by a function. The number of spins 

can be 10, 12 or 14, depending on the size of the encryption key 

set. 

To perform the encryption process, the state is initialized and 

then a 128-bits xor and state is performed. The state is modified N-

1 times until the last run, which is slightly different. In each step, 

four functions are realized: SubBytes, ShiftRows, MixColumns e 

AddRoundKey. In the last step, however, the MixColumns function 

does not run. Each function operates in the state, at each round, as 

follows [8]: (i) SubBytes: Replaces each byte with an entry in the 

S-Box table, which is a pre-calculated substitution table; (ii) 

ShiftRows: The lines i of the matrix are shifted to the left, 

cyclically, being 0 ≤ 𝑖 ≤ 3; (iii) MixColumns: Multiplies each 

column, taking as a polynomial of order less than 4 with 

coefficients greater than 28 in module x4 + 1 by a fixed 

polynomial; (iv) AddRoundKey: make a xor of the key of the round 

r with the state. 

2.2  Co-Design - Hardware/Software 

The term hardware and software co-design emerged in the early 

1990s to describe a confluence of problems in integrated circuits 

[9]. The co-design attempts to increase the predictability of the 

embedded system design by providing analysis methods that tell 

the designer if the system meets performance, power and size 

requirements; and synthesis methods that allow designers to 

quickly evolve the project methods. 

 Most electronic systems, whether embedded or not, have a 

digital component that is nothing more than a hardware platform 

that runs software applications. The co-design would be the 

exploitation of the hardware and software synergism through its 

parallelism, to obtain the system objectives and constraints [10]. 

In hardware and software co-design, designers consider 

manipulations in a fashion that software and hardware components 

of a system work together to achieve a certain desired behavior, in 

accordance with performance objectives and certain 

implementation technologies. One type of co-design aims to 

accelerate software applications by extracting portions of code and 

those implemented in hardware. This acceleration of software can 

occur even in general-purpose computing, by using programmable 

hardware (e.g. FPGA) [11]. 

2.3  Related Work 

The work of [12] highlights the Data Encryption Standard (DES), 

encryption algorithm and its description in VHDL. The Data 

Encryption Standard (DES) - is a cryptographic standard created in 

1977 through a bid open by the former National Security Agency 

(NSA). DES is the pre-AES encryption standard. It is proposed as 

a cryptoprocessor project that can be divided into four main phases: 

(i) the algorithmic description in VHDL of the main cryptographic 

algorithms; (ii) implementation in software, using the C language; 

(iii) the design, the description in VHDL and the implementation in 

FPGAs of the cryptoprocessor and finally; (iv) the cryptoprocessor 

performance analysis. 

      The work of [13] shows the importance and feasibility of 

building cryptographic systems in hardware, discussing the aspects 

that contribute to it, as well as showing a way to achieve this goal. 

Therefore, it was concluded that the cryptographic implementation 

in hardware through FPGAs is desirable, being faster and, 

considering the size of the application, even cheaper to perform. 

The VHDL is also a language that allows facilities for the design of 

projects for reconfigurable circuits, being very useful for the 

accomplishment of cryptography through them. 

       An alternative implementation an ASIC AES encryption 

algorithm is presented in [14]. Thus, it indicates that the use of 

hardware provides adequate performance for several 

implementations, in which the use of software does not meet the 

necessary requirements. An architecture model was developed 

looking for a balance between area surface reduction, high 

performance and low power consumption. 

3  METHODOLOGY 

The methodology used at this worj consists of the following 

activities: (i) definition of the hardware and software co-design 

strategy as the focus of study; (ii) later, the AES algorithm was 

defined as an algorithm to be developed from the application of co-

project strategies; (iii) selection of tools for implementation, 

validation and evaluation of the solution, based on co-design 

strategies; (iv) definition of the MixColumns module as the step to 

be implemented in hardware; (v) in the fifth step, the execution of 

the algorithm partitioning, into software and hardware components; 

(vi) implementation of co-synthesis followed by integration of 

components; (vii) the validation of the new solution proposal and 

also the verification and evaluation of its relation of area and 

operation; (viii) Finally, in the last step, an analysis of the results 

obtained is carried out. 

For the implementation of the project were defined the 

following tools: 

 Altera's Qsys environment as an interconnection tool for 

the implementation of hardware and software 

components of the AES algorithm; 

 Nios II Embedded kit for prototyping, which is based on 

a programmable device (FPGA); 

 Cyclone III FPGA, from Altera, was chosen to be used; 

 Altera Quartus tool was defined as a tool for describing 

the hardware in VHDL; 

 The Eclipse tool to execute AES implemented in 

software, developed in the C programming language. 

In this context, Fig. 1 presents, in an illustrative way, the 

communication between the tools adopted in the implementation of 

the algorithm with co-design (i.e. the application for software 

development, the interconnection environment, the hardware 

description tool and the FPGA).   



 

 
Figure 1: Communication of Tools Used. 

 

Finally, it is necessary to emphasize that the choice of the 

MixColumns stage as a hardware modulus was made due to the 

complexity of this step, being the AES module that presents a 

structure of intermediate complexity when compared to the other 

stages of the AES. Thus, it was verified that this step is equivalent 

to 8% of the execution of the algorithm. 

4  IMPLEMENTATION AND DEVELOPMENT 

In this section, a sequential implementation will be presented, as 

well as a semi-combinational solution and, finally, a description of 

the communication between hardware and software. As one may 

notice, the implementations of the MixColumns module in 

hardware were developed through the VHDL hardware description. 

4.1  Sequential Solution 

The implementation of the AES algorithm in MixColumns module 

hardware was developed primarily in a sequential fashion. This 

solution makes use of registers, which store the input values, the 

results of partial operations and the output values. 

    The computation of the whole operation is performed in stages, 

where each stage performs a different activity. The actions taken at 

each stage are: (i) at the first stage, the entries are stored in registers; 

(ii) at stage two, bit shifts are made to the left in each of the registers 

created at the previous stage; (iii) at the third stage, some constants 

are analyzed and defined to be used in the next State; (iv) at stage 

four, XOR operations are performed, among the elements 

registered at the first stage and at the second stage, and stored with 

the constants defined at stage three; (v) at the fifth and last stage, 

the values stored at stage four are sent to the output. The structure 

of this solution is shown in Fig. 2. 

 

 
Figure 2: Sequential Solution Implementation Framework. 

4.2  Semi-Combinational Solution 

A semi-combinational MixColumns module solution of the AES 

algorithm was also developed. This solution, unlike sequential 

solution, uses only registers to store the input and output values (i.e. 

the internal stages are processed in a purely combinational fashion). 

Therefore, the computation of the whole operation is accomplished 

with fewer stages than in the sequential solution. Hence, after the 

registering of the entries, all operations (i.e. displacements, 

constants derivation and XOR operations) are performed within 

one cycle, until the results are sent to the output. In this way, Fig. 3 

illustrates the stages that are part of the proposed solution. 

 

 
Figure 3: Semi-Combinational Solution Projected. 

 

4.3  Communication Hardware - Software 

The logic of communication between software and hardware was 

implemented right after the MixColumms hardware design. In this 

process, the software sends to the hardware two elements, a 

variable that makes the control of the element that is being sent, and 

an element of the array of partial states of the AES algorithm. The 

hardware, in turn, sends an updated software control variable and 

an element that has been computed by the MixColumns operation. 

    The software sends a hardware element of the array of partial 

states at a time, using the control variable to maintain the 

correctness of the element that is being sent. After sending four 

elements, all from the same column of the matrix, the software 

sends the control variable, which indicates the end of the column. 

Hence, the hardware performs the MixColumns operation and 

subsequently sends an output element at a time to the software. This 

operation is repeated four times, exactly for the computation of the 

four columns of the matrix.  

 

5  RESULTS AND DISCUSSIONS 

Tests were carried out on the two solutions developed, presented in 

the previous section. The computer used in the development of the 

project and the execution of the tests is a machine with Intel 

Pentium Quad Core N3700 processor and Windows 10 operating 

system.  

At first was conducted a test on purely software AES algorithm, 

that is, the AES algorithm in the C programming language, running 

on the NiosII processor. In order to perform these tests, an 

integration between the Eclipse tool (for C software) and Quartus 

software (for the hardware) was used, whereas the communication 

was performed by the Qsys environment. 



 

Later tests were carried out on the proposed solutions that utilize 

the co-project strategy. A comparison was drawn between the 

runtimes of the pure software solution (the baseline for 

comparision), semi-combinational solution, and sequential solution 

solution, all running on the Cyclone III FPGA and NiosII processor.   

Therefore, these results can be observed in Table 1. The 

execution times were obtained through the communication terminal 

of the Eclipse tool, which indicates the total time spent in the 

complete execution of the algorithm, both of co-design solutions 

running all AES algorithm steps in software, except by the 

MixColumns module, which was  running in the FPGA. 

 

Table 1: Runtimes of Implementations. 

 
 

It can be noticed, examining the results obtained in the tests, that 

the semi-combinational solution proved to be the most efficient 

among the implementations. It is possible to analyze that the 

difference between the implementation of the sequential and the 

semi-combinational solution is not very large, which is in 

conformity with the expected difference for the implementations, 

due to a solution run in three cycles and another in five. 

The semi-combinational solution showed a gain of 

approximately 3.72% in relation to pure software implemantation. 

Sequential solution presented a gain of approximately 3.68% 

compared to pure software implementation. These results are 

according the expected, since the runtime portion of the 

MixColumns module in the total software implementation of the 

AES algorithm is approximately 8%. This value of 8% was 

obtained through tests performed in the algorithm to find out how 

much each operation module occupies in the total execution of the 

algorithm.  

 Another analysis is about the area that each co-design solution 

occupies in the FPGA device. It is necessary to point out that the 

hardware description covers more than just the implementation of 

the solution, but also the entire interconnection project between the 

software and hardware environment Qsys. The area results can be 

seen in Table 2. 

 

Table 2: The Area Consumed by the FPG Implementations. 

     

     Therefore, we can observe that the semi-combinational solution 

consumes less FPGA area than the sequential solution. This occurs 

both in the analysis of the project as a whole, and in the analysis of 

only the MixColumns modules. This is mainly due to the reduction 

in the number of intermediate registers. 

6 CONCLUSION 

The results obtained, particularly in respect of the runtime, have 

proved the improvement potential of co-design project for the AES 

algorithm. Moreover, the AEC is a valid evaluation of the co-design 

implementations, since this approach has demonstrated better 

performance than the algorithm implementation in purely in 

software. Furthermore, the co-design approach can be used for 

other types of algorithms, and that when implemented correctly, it 

tends to present a significant performance gain, depending on the 

operation implemented in hardware. 

For optimum use of the strategy of co-design fashion, for the 

AES algorithm, maybe the implementation of one of the other three 

stages might be more efficient, since these occur in all rounds, 

unlike the MixColumns, that does not run on last stage. In addition, 

it was possible to identify that, as expected, sequential logic uses 

more resources than semi-combinational logic.  
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